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WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO

OBECIEYEHUA
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BACTUOH BAJIJIMKC: OCHOBHbIE CUJIbHbIE CTOPOHbI

®@ HEHABA3YUNBOE YOAJNIEHHOE PA3BEPTbIBAHUE (MPOrPAMMHOIO
OBECIMNEYEHUA) HA SALLUULLAEMOM OBOPYOBAHUA

KPATYAULLMKU NYTb K COOTBETCTBUIO

- YNYYLWEHUE BE3OMACHOCTU KPUTUYECKUX TOYEK
CSPN-certified B UHOOPMALIMOHHBbIX CUCTEMAX

by ANSSI*

JNIErKOE BHEOPEHUE, HE BJIIUAET HA

a7+ | NPOV3BOAUTENLHOCTb KOMAHbI

ONTUMU3NPOBAHHBIE PACXOAbl HA MNOKYIMKY U NIULEH3UIO

* MpemunanbHbIN cepTUPUKAT 6€30NacHOCTU, BblAaHHbIA PpaHLYy3CKUM
HaLUMOHaNbHbIM areHTcTBom KnbepbesonacHocTn (ANSSI)



OBJNTAYHOE PEWEHKWE ONA CIYXB BE3SOIMNACHOCTH

NotoB Kk GDPR

CootBetctBne GDPR

BawmwaeT gaHHble gaxe B cnydae knbepartaku
— AaHHble HeNnpurogHbl Ana ncnonb3oBaHUA

...................................................................................................................................

CkBo3Hoe wundpoBaHue/pewenne E2EE,
obecneunBaiLLee 3alnTy AaHHbIX BO po2pammHoe obecrnevyeHue Kak
L . TexHonorusi, npuobpeTeHHas nytem

nokynku aktusoB MLState

= MpocToe pa3BepTbiBaHue (SDK, nnaruH
: Outlook)

o . [Be coBMECTHbIE NNaT(OpPMbI
FENTEC ANBLIC

/ 4 \
s
i

T

Any Device Cloud Platform Any Device

PbIHOK LUNPPOBAHMUA

OUEHMUBAETCSH B 2 MAPA AOAAAPOB*
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WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO
OBECIEYEHNA

LleHTpaain30BaHHbIM KOHTPOJIb U MOHUTOPUHI NPMBUIETMPOBAHHOIO A0CTYynNa K

KOH(bUAEHLUMAIbHbIM aKTUBaM

Xakepbl MCNOMb3YKT NPUBUIIENMPOBaHHbIE YYEeTHble 3annucu  And  MNPOHUKHOBEHUS U
pacnpocTpaHEHUs1 BHYTPWU opraHu3aunn. YnpaesneHue npmBuniernposaHHsiM goctyrnom (PAM)
SIBMSIETCS1 OCHOBOMOMaraLWmm akTMBoM Ansa cmsardeHunst knbepartak. WALLIX PAM — Beayuiee
peweHne PAM, KoTopoe obecrnedunmBaer HaOexHyto ©6e30rnacHOCTb W KOHTPOIb
NPUBUIIENMPOBAHHOIO A0CTYNa K Kputndeckn BaxkHon UT-nHdpacTpyktype. Kak peweHue 6e3
areHToB, WALLIX PAM MOXeT ObITb fIerko pasBepHyTO OT NoKanbHOW MHMPACTPYKTypbl OO
YaCTHbIX U Ny6nu4YHbIX obnayvHblix NHPpacTpykTyp. WALLIX PAM Takke OOCTYyneH B KayecTBe

ycryr, npeanaratollen 6onee a3KOHOMUYHBIN U MEHEE PECYPCOEMKUI BapUaHT.



WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO
OBECIEYEHUA

Oco6eHHOCTU U BO3MOXKHOCTH

YMEeHbLWNTb NOBEPXHOCTb aTaku KoHTponbHble ceaHCbl

* ABTOMaTMUeCKM 0BHapYKMBaTE aKTMBbI M yAANANTE BCE IOKA/IbHbIE * MOHMWTOPUHT CEAHCOB B PEXMME PEeaNbHOro BPEeMEHM C
NMPUBMNETMPOBAHHbIE YYETHbIE 3aMnncK nomoubto Session Sharing

* HacTpoiiTe npaBuna aBTOPM3aLLMKN AN KOHTPOASA AOCTyna K * 3anucb BCEX CEAHCOB U M3BAEYEHUE CBA3AHHbIX
KPUTUYECKM BayKHbIM CUCTEMAM MeTaZaHHbIX ANA aHaAn3a

* Mcnonb3syite HameHee Heobxoaumble NPUBUNETUM ANA * MNoaaya cUrHanoB TPEBOrM nocae obHapyXKeHus
BbINOMHEHNA 33434 BPEAOHOCHOMN aKTMBHOCTU U 3aBepLUEHNE CeaHCoB

* ATtpubyT npusunernin «Just in Time» gna aBTopM30BaHHbIX
nonb3oBaTenen

YnpaBnaurte cekpetamu AyauTtopckasa oefTenbHOCTb

. . . * Ynpasnainte KPl ¢ nomouipto otuetos n naHenei
* bBe3onacHoe XxpaHeHWe CeKPeToB Mo/b30BaTeNnein-aen u He-naen

MOHUTOPUHTIa
* O6HOBAAWTE NAPOAN C aBTOMATMYECKOWN poTaLMein Ha OCHOBE BpemMeHu * ConocTaBnanTte NoAo3puUTeIbHOE NOBEAEHUE C UHTerpaumen
n/MAN NCNonb3oBaHMUA SIEM

* bBbicTpo pa3BepTbIBaiiTe 6€3 NPEPbIBAHUA EXEAHEBHbIX

* YpansiTte Naponn ¢ AMCKOB
paboumx npoueccos



WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO
OBECIEYEHUA
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WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO
OBECIEYEHUA

[NpenmyulecTtsa

2\

LleHTpanm3ymnte 6e3onacHoOCTb
YnpaBneHne NpuBMAErMpPOBaHHbIE
NO/b30BaTENIN U KPUTUYECKME CUCTEMDI.

bBecnpenATCTBEHHO MHTErpMpymnTeCH B

NIOKaNbHble, TMbpuaHble N 061a4HbIN EI/
nHpactpykTypbl. WALLIX TakKe

npegnaraeT gocrasKky Saas NAM.

MacwTtabupynTe cBOM
MHOpPACTPYKTYpa 6e3 BCAKOro
PUCKa.

N3berante wtpados, 3aWimTa U
OTC/IeXKMBAHME KPUTUYECKUX AOCTYN
K JaHHbIM.



WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO
OBECIEYEHUA

Be3onacHbiv goctyn 6e3 VPN, 6e3 o6wmux naponeit un 6e3 ywepba ana 6esonacHoctu!

BONbLWKMHCTBO NPeanpuAaTUIA NONAratoTCA Ha BHELWHMX NOCTaBLUMKOB YCAYT A5 BbINOJAHEHUS YAAEHHbIX
3a4ay4, Tpebyowmx NpuBUAErMpoBaHHoro goctyna K nx UT- nan OT-cetu. MonoBuHaA U3 HUX HE UMeeT
peecTpa 40CTyna TPeTbUX JINL, K CBOEWN CETU, MPAKTUYECKM HE MMEET BO3MOXKHOCTU HabatoaaTth U
KOHTPO/INPOBATb CBOM yAaneHHbIN umudpposon aoctyn. YaaneHHoi goctyn WALLIX One nomoraet
YAOB/IETBOPUTL HOBble TpeboBaHMA K obecneveHuto n obecneyeHmto 6e3onacHoOro AoCTyna A1a BHELHUX
NOCTaBLLMKOB YCAYT, KOTOPbIM HEODOXOANM AOCTYN K KPUTUYECKU BarKHOM MHPPACTPYKTYpPE, YNPaBAAEMOM

WALLIX One.



WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO
OBECIEYEHUA

dYyHKUUN

[MonHoe pa3aeneHune Katanora Ana BHeLWHMX NOCTaBLWMKOB (TOYHO B CPOK H6e3 aobaBneHus
YAOCTOBEPEHMUIM B KOpNopaTuUBHbI AD)

« JanbHeNnwee npUuMeHeHNe KOpnopaTUBHOM NOAUTUKKM Be3onacHOCTH

- [denernposaHue ynpaBsieHna Bnagenbuam bmsHeca

« CamocroatenbHbit cbpoc napons (SSPR)

« Hwukakoro VPN ana ycTaHOBKM 1 yNpaB/eHMs, HUKAKUX AONOAHUTENbHbIX bunetoB ana UT-
nepcoHana.



WALLIX BASTION: KOMIMJEKT OBJIAYHOIO NMPOIrPAMMHOIO
OBECIEYEHUA

MonHaa BUAUMOCTb BHELLHEro yaasieHHOoro AocTyna

. [lonHaA BUAMMOCTb BHELLHErO YAa/IeHHOro A40CTyna

. Co3paHune aBTOPU30OBAHHOIO AOCTYMNa B pPeXMME PeasibHOro BPEMEHMU

« EanHbIN Be6-nopTan co BCTpoeHHbIMU Beb-knmeHTamm RDP n SSH.

« KOHTPO/b M NPO3PaYHOCTb AEATENBHOCTU TPETLUX UL

. CooTBeTcTBME CTaHAAPTAM U pekomeHaaunam PpaHLy3CKOro HauMOHaIbHOrO
areHTcTBa No 6e3onacHOCTU U MHPOPMaALMOHHBLIM TexHonornam (ANSSI), a Takxe
bu3Hec-cTaHAapTam, rmrmeHe 6esonacHoOCTW.

. HeT 0bwux naponen



03

2013-2017: PASBEPTBIBAHVE
AOMWUHNCTPNPOBAHWE

W<CLLIX

TRACE,AUDITEZTRUST




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

1. HacTtpouka cobctBeHHoro cepsepa WALLIX Bastion

Byaet ncnonb3oBatbca 06pa3 cepBepa VMWare, kotopbit WALLIX pa3melaet Ha cBoem Beb-canTe.

a. CkauaTb Bastion Mo3KHO no cneaytowemy agpecy:
https://cloud.wallix.com/index.php/s/sT2xwYreyWNX7ke?path=%2FBastion%209.0.2.9

1 - Boibepute «VM VMware», 3atem 3arpysute ¢pamn «bastion-9.0.2.9-vmware.tbz».
2 - Pacnakymnte ¢pann «bastion-9.0.2.9-vmware.tbz», 4ytobbl NONY4YMTL NOKaNbHbIE 06pa3bl «bastion-9.0.2.9-
vmware.ova» 4/ pa3BepTbiBaHUA.

6) YctaHoBuTe Wallix Bastion 13 nokanbHoro obpasa.

Yctponcrtso WALLIX Bastion noctaBnsietcsa B cneayrowen 3aBoaCcKOn KOHPuUrypaumm:
*|P-agpec eth0: 192.168.10.5

*llinto3 no ymonyaHuio: 192.168.10.1

*JIorMH 1 Napoab CUCTEMHOM y4yeTHOoM 3anncK: "wabadmin"/"SecureWabAdmin"
*JIOrMH 1 Naponb y4eTHOM 3anmucu agmuHuctpatopa WALLIX Bastion: «kadmin»/«admin»


https://cloud.wallix.com/index.php/s/sT2xwYrgyWNX7ke?path=%2FBastion%209.0.2.9

WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

LLarn:

1 — Umnoptupymnte dpann «bastion-16-vmware.ova» B8 VMware Workstation

2 - BkntouunTe ato BupTyanbHoe yctpomctso WALLIX Bastion, Bbibepute ycTponctBo no ymonydaHuto « WALLIX
Bastion 16».



WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

3 - OTObpa3mnTCA OKHO Ha4aNbHOM KOHOUrypaumm WALLIX
Bastion, KaK Ha chegyouwem nsobpaxkeHmnun. Haxkmute «OK»,
4YTOObI NPOAONKUTD.

English (American)

4 - B HacTpoWnKax KnaBmaTypbl Bbibepute «K AHIMNCKUMA
(amepuKaHCKUn)», HaxkmuTe «OK».

5 — Haxkmute «OK», Koraa KoHdurypauma Bastion byaet
obHapyrkeHa B VMware.




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

6 - BBeauTe naposb N0 YMO/YAHUIO A5 NONb30BaTENA
«wabadmin», a umeHHo: SecureWabAdmin

7 - Bastion nonpocuT Bac co3aatb HOBbIN Napoab ANA
«wabadmin»

7.1 - 3aTem oTobparkaeTca coobuieHne nocse ycnewHom
CMeHbI Napona nonb3oBatena wabadmin.



WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

7.2 - MosBMTCA NaHeNb yBeAOMAEHMNN 06 NCNONb30BAaHMN KOMAHAbI
'sudo’, TpebytoLen y4yeTHOM 3annUcKu cynep-agMMHUCTPATOPA
"wabsuper". Haxkmute «OK» Ha 3TOM NaHenun (HuxKe):

8 - BBeauTe n noaTsepanTe HOBbIM Naposb wabsuper.

8.1 Mocne ycnewHoM cMmeHbl Naposia Nonb3osBaTens wabsuper
NOsSIBUTCA COObLIEHME.




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

9 - Haxkmute «[1a», 4Tobbl NCMONB30BATH TOT e Napo/ib
nonb3oBaTens «wabsuper» Ana CUCTEMHOM YYEeTHOM 3anmcu
«wabrootadmin».

10 - Bastion nHuuumnpyet co3gaHme ¢pannos KOHPUrypaumnm

11 - Haxkmute «OK», Koraa Bastion ysegomumTt Bac o
Heobxo4NMMOCTN HOBOroO Noab30BaTeNA: «wabupgrade»,
bYHKLMA KOTOPOro 3aK/1t04aeTca B TOM, YTOObI pa3peLwnTb
6e3onacHoe obHoBNEHME Ballen ycTaHOBKM Bastion.




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

12 - Haxkmute «OK» B coobLueHnmn Bblle, 3aTeM Ha
nossuBLUecs naHenu (CMm. HUXKe) BBeaUTeE N NoATBEpPAUTE
napoab y4eTHOM 3anmcm wabupgrade.

12.1 - YcTaHOBWMK 0TOOpa3nT cooblieHne nocnae ycnewHoro
CO34aHMA HOBOrO NaponA.

13 - Janee Bam byaeT npeanoxkeHo HacTpoutb ceTb WALLIX
Bastion (Kak Ha nsobpaxkeHnn Huxe). Haxxkmure «da».




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

14 — HacTponTe BaxHY0 CeTeBYHO NH(OPMAaLUIO/3NTIEMEHTHI,
Takne Kak nms xocta, |IP-agpec ans eth0.

B none «ma xocta»
BBeauTe nma xocta Bastion.

ostname




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

14.1 — OnpepenunTte IP-agpec ana ethO:

14.1.1 Haxkmute «BblbpaTb», 3aTEM HaxkMuUTe «HeT», yToObI
oTKnto4nTse DHCP.




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

14.1.2 - U3ameHuTe IP-agpec Bastion no ymonyaHuio Ha Ball
NOKanbHbIN IP-agpec (Hanpumep, «192.168.1.5 — LWntos:
192.168.1.1) 1 HaxkmuTe «OK».

MPUMEYAHUE: 310 byaeT IP-agpec Bastion, ncnonb3yembin 152, 168, 18. 5
Ana Bxoga B Beb-nHtepderic (GUI) WALLIX Bastion. 192 168 18 1

Elaial, (Eiatal; Eiatm, 0

15 - Mocne coxpaHeHus HacTpoeHHoro ceTeBoro IP-agpeca
Bastion noABuTCA coobLleHne, Kak NOKa3aHO Ha PUCYHKE HUXKe:

Haxkmute «OK», 4Tobbl 3aKPbITb 3TO COOOLLEHNE U BEPHYTLCS B
MEHIO.




WALLIX BASTION: YCTAHOBKA/HACTPOMKA WALLIX BASTION

16 - BeeauTte nonHoe aomeHHoe nma (FQDN) Bastion,
MCNONb3YA €ro JIoKanbHbIM IP-agpec nnm gomeHHoOe M4
yCTpOMCTBa.

16.1 - MoasuTcAa coobueHne, noaTBeprKaatoLLee yCTaHOBKY
FQDN. Haxkmute OK, 4ToObI 3aKpbITb €rO0.

17 - Bastion creHepupyeT moaynu n Be6-GUIl Ha 0OCHOBEe TONbKO
YTO HACTPOEHHbIX BaMW 3/1eMeHTOB. osaBuTcs coobuieHmne ¢
MHONKATOPOM BbIMOJIHEHUA, KaK Ha U300paKeHUM HUXKe:

Mocne 3aBeplIeHMA reHepauum Moaynen ykazaHHOE Bbllle
coObLWEHME C MHAMKATOPOM BbINOJHEHMA 3aKPOETCA, U
NOABUTCA CNeAyOLWNIA 3KPaH, HAaNOMUHAIOLWNI BaMm, r4e HanTu
PYKOBOACTBO MO NPOAYKTY M MNOAYYUTb AOCTYN K BED-
nHTepdency.




WALLIX BASTION: HACTPOVIKA AYTEHTU®UKALIMN LDAP C
MOMOLLbK BEB-MHTEP®EWMCA WALLIX BASTION

HauanbHaa KoHduUrypauusa ana nonb3oBatens-aaMmmHucTpaTopa Bastion:

OTKponTe NnaHenb bpaysepa no agpecy https://192.168.1.5/ui/login, 3aTem BonAUTE B cMCTEMY KaK
aAMUHUCTPATOP, UCMO/b3YA Cneaytoline y4eTHble AaHHble N0 YMOAYaHUIO:
*ImA nonb3oBaTena: aaAMUH

*[laponb: agMuH

« - C @ O & hitps;//192.168.1.5/ui/login 10% Y

WLLIX

Welcome to WALLIX Bastion Login

WARNING: Access to this system is restricted to duly authorized users only. Any attempt to

[«
I}

access this system without authorization or fraudulently remaining within such system will )
be prosecuted in accordance with the law. Any authorized user is hereby informed and adrvin

acknowledges that his/her actions may be recorded, retained and audited.

Copyright © 2021 WALLIX




WALLIX BASTION: HACTPOVIKA AYTEHTUOUKALIMN LDAP C
MOMOLLbK BEB-MHTEP®EWMCA WALLIX BASTION

*BeeguTe naponbHyo ¢ppasy 414 3aWMTbl CUCTEMBI U HAXKMUTE «TpUMEHUTLY, 3aTemM HaxXmuTte «Ja»,
4yTOObI NOATBEPAUTL UCMOb30BAHNE 3TOM NApPObHOW ppa3bl.

flourat : admin
W< LLIX & > Configuration Encryption @ Product Super Administrator
Configt or

1it Configuration A
The encryption feature of Bastion secures sensitive data (target account passwords, etc.) by using a strong cryptographic algorithm.
Encryption | The algorithm uses a confidential encryption key unique to your Bastion.
The definition of a passphrase involves a more complex access to Bastion and raises the protection of your data as no malicious users who do not know the passphrase can access your product.
Moreover, at each system reboot, connections using Bastion proxies will not be usable as long as the passphrase is not entered by an administrator in the Web administration interface.
After the encryption initialization phase, we highly recommend you to back up Bastion at least once to keep a copy of the encryption key in a safe place.
If you do not perform this action and the passphrase is lost, you will no longer be able to access your data on remote storage.
Initialization
Please enter a passphrase to protect your system.
(You will be prompted to enter this passphrase to unlock your system after each reboot)
Passphrase *
Passphrase confirmation *
OR
No, | do not want a passphrase protection
Apply
Bastion
Version 9.0.2
<

MosBUTCA Npeaynpexkaatollee coobuieHme (cm. M30bparkeHne HUXKE) 0 TOM, YTO eC/IM Naponb yTepsaH/3abbIT, TO cuctema
6yaeT HeAoCTyNHa, EC/IN TONIbKO KoY WMPOBAHMUA HE COXPAaHEH B HAAEKHOM MeCTe.



WALLIX BASTION: HACTPOVIKA AYTEHTUOUKALIMN LDAP C
MOMOLLbK BEB-MHTEP®EWMCA WALLIX BASTION

[Mocne ycnewHoro coxpaHeHmna NapoabHOU ¢pasbl, CO34aHHOM aAMUHUCTPATOPOM Bastion, oTobpasutca cheayowmm
3KpaH:

W<LL|X ® Q ® R ::’o'z'il:?t Super Administrator

© Dashboards

Welcome
B My authorizations v
Your Login and your User name appear at the top right of the page.
® Audit L4
You can perform the following actions from this page:
)
~n Users v - Click on R to open a contextual menu from which you can access the My Preferences page to select your language or Logout.
= Targets v - Click on @ to access the online Help.
- Click on to display the Notifications window.
@ Authorizations v Q Pey
- Click on the left menu entries to access the features. This menu can be collapsed.
Session management .

o~ Password management v
{lt Configuration v
@ System v

& @ Vi
= Import/Export N4
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1 - I_Iepef;]pIMTe B pa3plen KOHd)M rypa L||Mﬂ _> <« - C @ O & https://192.168.1.5/ui/configuration /external-authentications
BHewHKe ayTeHTUdMKaLmmn n gobasbTe WILLIX | - conturaon
3 Dashboards ¥

HOBYIO ayTeHTUdUKauuto LDAP ana Hawero
cepBepa LDAP (Hanpumep, «ldapserver»),

My autharizations v # Edit this authentication

Authentication type: LDAP

=

Mcnonb3ya nHpopmaumio o cepsepe SDIAP o ) At e e
HIKE: " i
«Cepsep IdP: 192.168.1.20 ) S
*LDAP-nopT 389 v pumers e e o
*MeToa, NPUBA3KMN: UCMONb3YIATE «MPOCTOM» = et e
WU «QHOHVMHbIN» i zaiwdmgmm ) S

Two-Factor Authentication (2FA)

*BkntoumnTte onuyuto «Active Directory»

(MPUMEYAHMUE: B HacToAWwee Bpems N
nonb3oBaTenb MagicEndpoint He byaeT Excernal aughenications
paboTaTb NPU OTKAKOYEHMWN STON ONLUK) LDAPIAD domains

Motifications

Use primary domain name:
Configuration options
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MpoBepbTe coeanHeHne LDAP, utobbl ybeaunTtbea, 4to Bastion morKeT ycnewHo nony4ymTb A0CTyN K
cepBepy SDIAP, Kak NOKa3aHO Ha PUCYHKe HUXKe:

&P 192.168.1.5

LDAP connection succeeded,
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Cospaute gpomeH LDAP/AD:

1 - B meHto «KoHdurypaums > lomeHbl LDAP/AD» HaxkmuTe «1Jo6aBUTb AOMEH».
2 - B pasaene «[JocTynHbI KaTasnor» BblbepuTe yKa3zaHHOE Bblille UMA BHeLWHel ayTeHTudunkaumm LDAP (Hanpumep,
«ldapserver») u ncnonbayiite HaCTPOMKN NO YMONYaHUIO A8 aTPpnbyToB nosib3osaTens / napameTtpos X509.

. . admin
W i LLIX # - Configuration Q @ P\ Product Super Administrator
~ ”
3 Dashboards v
My authorizations W Add LDAP/AD domain
Bastion domain name *: Bastiol
- nDM
@ Audit v
Description:
2 Users hi
= Targets v
Default domain:
If you check thiz option, this domain will replace "BastionDN™ as default LDAP/AD domain
@ Authorizations hd LDAP/AD domain name *:  NowoK10
Directory *:
Session management v Available Directories Selected Directories
o= Password management v Q.| Active Direcl ¥ Q
Select and click )
11t Configuration -~ ™~ Idapserver ~
>} ®
Configuration options (<] o
Time frames b hd

© selectall @ Delete all

Fuwtarnal aidrhanticatinne
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W-<ILLIX # - Configuration A @ A Filsupeam

o= Password management v User attributes
Group attribute : membear(f
7Lt Configuration ~ Display name attribute : displayName
Email attribute:  maj)

Configuration options i
Default email domain *: @'HEDSEWEF

Time frames Language attribute:  nroforad| anguage

Default language #: Engfsh o
External authentications

LDAP/AD domains *503 options
X509 authentication: [
Matifications If this cpticn is selected, users can only authenticate on the domain through X509 authentication methad.
Matching condition :

Local P‘EESW“Drd PD‘“':!" Condition to match a domain with the X509 certificate

E.g.: Hissuer_ol-Organisation | | #Hissuer_cn}-CommenName &2 ${zubject_oul=Crganisationallnit
Connection messages £ Operator "&&" (i.e. AND) has precedence over operator | |" (i.e. OR).

Values are case sensitive whereas variables are nat.

Available variables: issuer{_c,_|._o,_ou,_sn._st._email}. subject{_c._cn,_|,_o,_ou,_sn,_st,_email,_uid}. mail{_0.._N}. msupn{_0.._M}. dns{_0.._N}. username
X509 configuration R Search filter :

LOwP/AD search filter
APl kEYS Expressed in LDAR filcer syntax. Any variables listed below field "Matching condition” can be used.

Domain name to match SAM Email :

License Only for X509 authentication with an AD server
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Co3paunTe rpynny nonb3oBaTeneun:
*B meHto Monb3osBatenu -> Mpynnbl HaXXmuTe «Jobasutb rpynny» (Hanpumep, «Mpynnbl FE»).
«[lobaBbTe AoMeHHOoe umsa Bastion «BastionDN» B LDAP/Domain Bbiwe (He agobasnaiTe nonb3osaTtenei Bastion B

W<LL|X #  Users - Groups Qa ® AK ;?;T:‘uuwx‘am
@ Dashboards v Group name *: FE Groups
nnnnnnnn
© Myauthorizations
@ Audi
Time trames * ’—-ﬁ‘

2, Use

Accou Users

. Avallable Users Selected Users

G

Profiles Q Q

©

= admin
= Targes ©
© Authorizations °

Session management

o Password management v
it Configuration
Q System v © Selectall @ Delete all
) Action  Rules Subpretocol
® imporvExport 5 = SSH_SHELL_SESSION / X11_SESSION v ©

LDAP suthenticstion mapping

Profile *+  uUser ~
. LDAP/AD domain name * LDAP group *
Bastion
BastionDN v ©
ersion 9.02 BaztonON . .

‘ Retvate il Cance
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